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Senior DevOps Engineer
Email: gauravakgh@gmail.com
LinkedIn: https://www.linkedin.com/in/gauravm16
Phone: 2015353044
Professional Overview

· Senior DevOps Engineer with 11+ years of experience in cloud infrastructure, CI/CD automation, infrastructure as code, containerization, and system monitoring. Proven ability to drive DevOps adoption, enhance security, and support global, high-availability environments. Strong focus on automation, cross-team collaboration, and aligning engineering practices with business goals.
· Accomplished Infrastructure and Cloud Engineer with a decade of experience architecting scalable, secure, and high-availability systems across enterprise-grade cloud and hybrid environments.
· Expertise in delivering production-grade solutions on AWS, Azure, and GCP, with deep knowledge of cloud architecture patterns, cost optimization, and operational excellence.
· Designed and optimized complex CI/CD pipelines using tools like Jenkins, GitHub Actions, GitLab CI, and ArgoCD, enabling faster, more reliable software delivery.
· Championed end-to-end DevOps transformations, driving process automation, organizational alignment, and a shift-left culture across globally distributed teams.
· Led enterprise-wide infrastructure automation initiatives using Terraform, Pulumi, and CloudFormation, significantly reducing provisioning time and manual errors.
· Scaled Infrastructure as Code (IaC) adoption and embedded GitOps workflows to ensure consistency, auditability, and seamless rollback of infrastructure changes.
· Spearheaded DevSecOps practices by integrating security scanning, OWASP compliance, container hardening, and SAST/DAST tools into development pipelines.
· Hands-on experience managing secrets and identity policies using HashiCorp Vault, AWS IAM, KMS, Snyk, and SonarQube to meet strict security and compliance needs.
· Implemented end-to-end observability stacks using ELK/EFK, Datadog, Splunk, and OpenTelemetry to ensure real-time monitoring, log correlation, and alert intelligence.
· Built robust, low-latency monitoring infrastructure using Prometheus, Grafana, CloudWatch, and PagerDuty, enabling rapid incident response and proactive remediation.
· Designed secure, scalable network topologies leveraging VPCs, Transit Gateway, Load Balancers, Route 53, VPN, and Security Groups across multi-account environments.
· Integrated modern networking solutions including Service Meshes like Istio, Linkerd, and Cilium, ensuring microservice observability, zero-trust security, and traffic control.
· Proficient in developing platform-level automation and self-service tooling using Python, Go, Bash, and event-driven architectures with Lambda, Step Functions, and Kubernetes Operators.
· Built reusable tooling libraries, RESTful interfaces, and automation hooks to streamline developer productivity and reduce MTTR across infrastructure services.
· Extensive experience with cloud-native and traditional databases like PostgreSQL, MySQL, MongoDB, Redis, and DynamoDB, ensuring high availability and performance tuning.
· Architected backup, replication, and failover strategies across distributed data platforms using RDS, Aurora, and managed NoSQL services to support critical workloads.
· Trusted cross-functional partner collaborating with software engineering, SRE, QA, and InfoSec teams to align DevOps strategy with product roadmap and operational needs.
· Proven track record of supporting mission-critical systems with full 24/7 SRE on-call rotations, leveraging incident management tools, blameless postmortems, and SLAs/SLOs frameworks.
· Deep alignment with Agile, Scrum, and SDLC best practices, actively contributing to release planning, sprint execution, and continuous delivery feedback loops.
· Committed to engineering excellence through automation-first thinking, mentoring junior engineers, sharing domain expertise, and continuously integrating industry best practices into DevOps strategy.

Scholarly Pursuits:
· Jawaharlal Nehru Technological University, Bachelors in Computer Science, India 2009
Certified Achievements:
· AWS Certified DevOps Engineer Professional
· Microsoft Certified: Azure DevOps Engineer Expert
· Google Cloud Certified Cloud DevOps Engineer

Work Portfolio:

Client: M & T bank Corp, Buffalo, NY                                                                                          Duration:- Feb 2025 - Current 
Senior DevOps Engineer 										
Functional Role Details:
· Led the end-to-end migration of critical loan management applications from on-premise infrastructure to AWS and GCP, enhancing scalability, resilience and compliance with financial regulations.
· Engineered cloud-native infrastructure components using VPC, EC2, RDS, S3, IAM, GCE, Cloud SQL and GCP VPC, aligning deployments with zero-downtime architecture principles.
· Architected and deployed highly available, multi-region infrastructure across both clouds using Infrastructure as Code (IaC) with Terraform and CloudFormation.
· Enabled seamless on-prem to cloud integration through secure hybrid connectivity models, ensuring consistent data flow and interoperability during phased migration.
· Built enterprise-grade CI/CD pipelines using Jenkins, GitLab CI and ArgoCD, accelerating delivery speed by automating code integration, testing and deployment across all environments.
· Implemented progressive deployment strategies (Blue/Green, Canary and Rolling Updates) to minimize production risk and ensure controlled feature rollouts.
· Automated infrastructure provisioning and application deployment with Helm, Terraform and CloudFormation, significantly improving repeatability and reducing configuration drift.
· Developed custom automation scripts in Python, Bash and Go, streamlining environment validation, deployment orchestration and system health monitoring.
· Integrated CI/CD pipelines with JIRA, ServiceNow and internal change management processes to ensure full traceability, audit readiness and compliance.
· Collaborated with DevSecOps and security teams to implement zero-trust security models, leveraging tools like Vault, AWS Secrets Manager and KMS for secret encryption and rotation.
· Embedded security automation using Checkov, AquaSec and SonarQube within build pipelines to enforce compliance and detect misconfigurations in IaC and container images.
· Ensured all cloud deployments adhered to financial standards including SOC2, PCI-DSS and ISO 27001, contributing to internal and external compliance audits.
· Centralized observability using Prometheus, Grafana, AWS CloudWatch and GCP Operations Suite, enabling proactive detection of anomalies and system bottlenecks.
· Partnered with SRE teams to define and enforce SLOs, SLAs and SLIs across critical services, reducing MTTR and improving overall availability.
· Deployed a service mesh architecture using Istio, enabling traffic management, end-to-end encryption and granular monitoring of inter-service communications.
· Designed secure and scalable cloud networking topologies, incorporating VPC peering, NAT gateways, private subnets and firewall rules following zero-trust principles.
· Established secure hybrid connectivity using VPN, Direct Connect and Cloud Interconnect to bridge on-premise systems with cloud-hosted applications.
· Built reusable operational tooling in Python, Bash and Go, supporting automated testing, drift detection, resource cleanup and production readiness checks.
· Migrated business-critical datasets to Amazon RDS and GCP Cloud SQL, implementing high availability, point-in-time recovery and read-replica configurations.
· Served as the primary DevOps liaison across Engineering, QA, SRE and Security teams; provided 24/7 production support with strict adherence to SLAs and agile delivery timelines.

Client: AbbVie, Chicago, IL  (Health)                                                                                    Duration:-  Jun 2022 -   Jan 2025
Senior DevOps Engineer 										
Functional Role Details:
· Led the secure migration of Electronic Health Records (EHR) systems from Microsoft Azure to Google Cloud Platform (GCP), ensuring zero data loss, continuous availability and full compliance with HIPAA and healthcare IT standards.
· Architected highly available and compliant cloud infrastructure using Azure VNet, GCP VPC, Compute Engine, Cloud SQL and Blob/GCS Storage, enabling performance optimization and PHI protection.
· Developed Infrastructure as Code (IaC) frameworks using Terraform and Pulumi, automating infrastructure provisioning while maintaining strict auditability and version control.
· Collaborated with clinical engineering and application teams to modernize legacy EHR systems, refactoring components for cloud-native deployment while maintaining data fidelity.
· Built healthcare-compliant CI/CD pipelines using GitLab CI, Jenkins and Cloud Build, streamlining deployment of EHR software updates and regulatory patches.
· Automated deployment workflows and environment provisioning using Helm, Terraform and GCP Deployment Manager, reducing manual configuration errors and accelerating release cycles.
· Developed end-to-end test automation for EHR validation using Python, Postman and Newman, verifying treatment plan integrity, scheduling accuracy and patient record consistency across environments.
· Embedded security and compliance checks in CI/CD using tools like Trivy, SonarQube and AquaSec, identifying misconfigurations and vulnerabilities before deployment.
· Implemented secrets management with HashiCorp Vault and Google Secret Manager, ensuring encrypted storage and secure retrieval of credentials, tokens and PHI-related access keys.
· Integrated Google Cloud DLP and enforced end-to-end encryption protocols to protect PHI during migration, in transit and at rest, meeting HIPAA technical safeguard requirements.
· Enabled centralized observability across hybrid cloud environments using Google Cloud Operations Suite, Azure Monitor, Prometheus and Grafana, supporting SLA adherence and proactive incident response.
· Deployed Istio service mesh on GKE to enforce zero-trust policies, secure service-to-service communication and enable traceability of EHR microservices.
· Enforced cloud governance through cost monitoring, auto-scaling and quota enforcement across Azure and GCP, reducing operational overhead and uncontrolled spend.
· Collaborated with Site Reliability Engineering (SRE) teams to define and monitor SLAs, SLOs and SLIs for critical healthcare services, improving uptime and patient service continuity.
· Designed secure cloud networking configurations, including VPC/VNet peering, NAT gateways, private subnets and custom firewall policies, minimizing lateral threat movement.
· Built and tested backup and disaster recovery procedures for EHR workloads in Cloud SQL, GCS and Azure SQL, meeting RTO/RPO targets and ensuring business continuity.
· Authored reusable deployment and compliance automation scripts in Python, Bash and Go, enabling faster releases and automated post-deployment validations.
· Integrated deployment pipelines with JIRA, ServiceNow and internal GRC platforms to automate ticket creation, track changes and ensure traceable audit logs.
· Conducted HIPAA risk assessments for cloud infrastructure and CI/CD processes, closing security gaps and supporting third-party audits and regulatory reporting.
· Acted as a bridge between Engineering, Compliance, Security and Clinical IT teams, ensuring systems met operational, clinical and regulatory standards while supporting 24/7 uptime for EHR applications.

Client: Hartford Financial Services Group , Connecticut, CT (Insurance)                           Duration :- Mar 2019 -  May 2022
DevOps Engineer 											
Functional Role Details:
· Led end-to-end migration of enterprise Claim Management Systems from on-premise infrastructure to Amazon Web Services (AWS), enhancing system uptime, disaster recovery and scalability.
· Architected and deployed cloud infrastructure using VPC, EC2, S3, RDS, EFS, IAM and CloudFront, supporting high-traffic, latency-sensitive insurance applications.
· Developed automated and auditable infrastructure deployment using Terraform and CloudFormation, reducing manual effort and ensuring compliance with change management policies.
· Built fully automated CI/CD pipelines using Jenkins, GitHub Actions and ArgoCD, accelerating code integration, testing and deployment while maintaining high release reliability.
· Orchestrated application deployments using EKS, Docker and Helm, modernizing legacy monoliths into scalable containerized microservices.
· Collaborated with development teams to enable parallel deployment pipelines and branch-based feature rollouts, reducing time-to-production for claim processing updates.
· Automated infrastructure provisioning, system patching and environment spin-up using Terraform, Packer and custom scripting in Python and Bash.
· Partnered with DevSecOps to embed static code analysis, vulnerability scans and compliance checks using tools like Trivy, Checkov, SonarQube and AquaSec.
· Integrated secrets management using AWS Secrets Manager and HashiCorp Vault, enabling secure, auditable access to credentials and API tokens across multi-environment pipelines.
· Implemented comprehensive monitoring and alerting using CloudWatch, Prometheus and Grafana, enabling real-time visibility into infrastructure and application health.
· Defined and monitored SLAs, SLOs and SLIs in collaboration with SRE teams, improving production stability and supporting 99.99% availability targets for claim systems.
· Designed secure network architecture with VPC peering, NAT gateways, private subnets, security groups and route tables, aligning with zero-trust access principles.
· Enabled safe and rapid releases with blue/green and canary deployment strategies using Argo Rollouts and Spinnaker, minimizing downtime during rollouts.
· Created custom automation scripts in Python and Bash for environment validation, post-deployment testing, backup triggers and compliance verifications.
· Managed cloud-native backup, recovery and failover strategies for RDS, S3 and EFS, supporting high-availability architecture and regulatory recovery objectives.
· Implemented cost control strategies using AWS Budgets, resource tagging, auto-scaling and lifecycle policies, reducing cloud spend by 25% within 3 months.
· Integrated DevOps pipelines with JIRA, ServiceNow and internal audit systems, streamlining change requests, deployment approvals and audit trail generation.
· Supported insurance regulatory readiness (SOC 2, ISO 27001, PCI-DSS) by enforcing infrastructure compliance, access control and continuous monitoring across environments.
· Acted as a strategic DevOps lead across cross-functional teams (Dev, QA, SRE, Security), driving agile delivery, cloud adoption and operational excellence for production systems.

Client: Best Buy Inc , Richfield , MN (Retail)                                                                  Duration :- Jul 2016 to Feb 2019
DevOps Engineer 											
Functional Role Details:
· Designed and managed secure, scalable infrastructure on Microsoft Azure using Terraform and ARM templates, supporting high-availability retail applications across multiple environments.
· Automated the provisioning of Azure compute, networking and storage resources using Terraform and Bicep, reducing manual errors and improving deployment speed by 75%.
· Streamlined application deployments using Azure DevOps Pipelines and GitHub Actions, implementing automated builds, testing and release processes for customer-facing web services.
· Containerized retail microservices using Docker and orchestrated them with Azure Kubernetes Service (AKS) to ensure scalability and fast rollbacks during peak sales periods.
· Built centralized observability solutions using Azure Monitor, Log Analytics and Application Insights, enabling proactive detection of system anomalies and improved response times.
· Configured real-time alerts and custom dashboards using Azure Monitor Alerts, Grafana and Prometheus to support 24/7 production monitoring and reduce incident resolution times.
· Implemented security best practices using Azure Key Vault for secure secrets management and RBAC for fine-grained access control across all Azure resources.
· Integrated Microsoft Defender for Cloud and Azure Security Center into the DevOps lifecycle to enforce compliance detect misconfigurations and respond to emerging threats.
· Developed infrastructure CI/CD pipelines with integrated security scanning, code quality checks and deployment approval gates, enhancing release governance and auditability.
· Automated SSL/TLS certificate renewals, DNS routing and CDN configurations to ensure secure and performant access to customer-facing retail APIs.
· Wrote reusable automation scripts in PowerShell and Bash for deployment validation, log analysis, backup scheduling and health monitoring.
· Conducted infrastructure hardening and regular vulnerability assessments in alignment with PCI-DSS, securing payment and customer data within retail environments.
· Collaborated with application development and QA teams to ensure smooth integration of deployment pipelines, reducing delivery cycle time and deployment failures.
· Led post-deployment testing, rollback planning and incident response automation to ensure service continuity during high-traffic retail events like Black Friday and Cyber Monday.

Client: Liberty Media corp, Englewood,CO (Telecom- Broadcasting)                                   Duration:-  Jan 2014 -  June 2016
Linux administrator  											
Functional Role Details:
· Managed installation, configuration and maintenance of Linux servers (RHEL, CentOS and Ubuntu) across development, testing and production environments.
· Automated system administration tasks using Bash, Python and cron jobs, improving operational efficiency and reducing manual intervention.
· Monitored system performance and availability using Nagios, Zabbix and top, identifying and resolving performance bottlenecks proactively.
· Implemented and maintained user accounts, group policies and permissions following organizational access control policies and security standards.
· Configured and managed Apache, Nginx and Tomcat web servers to support application hosting with high availability and security.
· Applied regular security patches, OS updates and performed kernel upgrades using tools like YUM, APT and dnf, ensuring systems remained secure and compliant.
· Designed and implemented backup and recovery solutions using rsync, tar and cron, minimizing data loss and enabling fast system restoration.
· Troubleshot system issues related to boot failures, kernel panics and disk space and network configurations using journalctl, systemctl, netstat and lsof.
· Configured firewalls using iptables and firewalld and enforced SELinux policies to secure servers against unauthorized access.
· Collaborated with DevOps and security teams to support CI/CD infrastructure and ensure all Linux systems complied with internal and regulatory security policies.
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